Network Address

Internet Protection Guide

Would you like to make your Internet,

Faster

Smarter

N

1. Go towww.OpenDNS.conand click Start for

More Reliable

instructions.

Steps 2 through 5 are for the Linksys Router.
Other routers are found on OpenDNS.com

2. Visit the router's IP address in a new browser
window. http://192.168.1.1 is the default router
IP address. (Also can try 192.168.0.1)

3. Enter the Network password.

Just type the router's password (try default
password ‘admin’ — change your password) and
click OK.

4. Type in OpenDNS addresses in Static DNS 1
and Static DNS 2 fields.
The addresses for Open DNS are:
208.67.222.222
208.67.220.220

Server Settings (DHCP) DHCP Servar: ¥ Enable ¥ Disable
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Ao 192.1as.|.|100
Mazdmum Mumber of 1
DHCP Usars :

o= one day)

CIEIRE

Fom o7
Static DNS 2 : F F EZ
Static DNS 3 : I_ IU_

Static DNS 1 :

?l

5. Click “Save Settings.”

6. Create a user accountwww.OpenDNS.com

| s ONS | USE OPENDNS | -
OpenDNS accounts are free. Your account is v uhat Iets you manage Web content filtering, stats, and a wha\e sunte of
pther features. You could use OpenDNS without an account, but it'd be like having a Porsche stuck in first gear.

Yes! That username is available.

_’ Username: lonepeakuser

Confirm Email: :Joe@lonegeek com

[E=)

Email: joe@lonepeak com

We will send an account confirmation email to this address.

—» Password: ssesss

Confirm password: esssss

How'd you find us? Afrisnd v
Where will you use this account? v

[] Let me know about beta features.
No, we won't spam you

—’ __Creale Account

By creating an account, you are agreeing to the OpenDNS Terms of Use and Privacy Policy.

7. Click “Manage settings”, Networks, and “Add
Th|s Network ?

Your public |IP address

shows here
Add a network
1P: 67 . |[186 217 .|132 /132 {11P Address) v @
Semiggs: OpenDNS default settings ¥e

ADD THIS NETWORK

8. Give network a name like, “Home”, click on
“Yes, it is dynamic, and click “Done”.

—

1. Give it a friendly name: |

Something simple like "Office” or "Home" will do.

(]

Is this a dynamic IP address? Whatis a dvnamic IP address?.

Yes, it is dynamic

3. Download the software and stay safe. The OpenDNS Updater
software ensures that your OpenDNS preferences are preserved
whenever your IP address changes.

;ﬁ" OpenDNS Updater for Windows

» Updater for other platforms DONE

9. Click “Settings” and select categories to block.

Adult Themes & Adware [ Alcohol

O Auctions O Automotive [ Blogs

[ Business Services O chat O classifieds

[ pating Drugs O Ecommerce/Shopping

O Educational Institutions O Frile storage [ Financial institutions

[ Forums/Message boards Gambling O Games

O Government [0 Hate/Discrimination O Health

O Humor O Instant messaging O Jobs/Employment
Lingerie/Bikini & O movies O Music

O news/Media O Mon-profits Nudity &

O p2r/File sharing O parked Domains Phishing #

Photo sharing O podcasts O Politics
Pornography & [ portals Proxy/Anonymizer &
[0 radio [ religious [ Research/Reference
[ search engines Sexuality & Social networking
[0 software/Technology O sports [ Tasteless &

O Television O Travel video sharing
Visual search engines O weapons O webmail
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10. Click “Save Settings”

11. Click on “Sign Out” (Always remember to
sign out of OpenDNS.com so your settings

remain secure.)

12. Download DNS updating software for each

computer by visiting
www.opendns.com/download/windowus
www.opendns.com/download/mac

13. Click “Run” to install. Install on all
computers.

14. Enter Username and password from s

Sign in to OpenDNS

Uszemame: | lonepeak@alpincity . org |

Password: | .........l |

Create a free account

Forgok your passward? Sign In ][ Cancel ]

15. Select Network Name from step 8 and click

HO K'l'l
Select network &|

Select network for Dynamic IP

Cabin
Home

« | Cam)

WARNING:

Nothing filters 100% of the smut
Keep computer in high traffic home area.
Commit your family to Internet Rules.

Regularly talk about avoiding
pornography.

Create password for computer login.

Lead by Your Example

Install filter for double protection.
16. Install an Internet Filter on each computer.
www.cybersitter.conis a great Internet filter that

is a one time fee of $39 and the filter updates are
free.

@ K9 Web Protection
from Blue@Coat

www.getk9.com

17. Other tools - SurfRecon™
Pornography-Detection Tool
www.surfrecon.com

$20 per year

o)

18. Happy and safe surfing!




